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Contact Us

Data Privacy Advisor Technical and Search Assistance (available 24 hours a day)

If you have general or technical questions about Data Privacy Advisor, call our customer assistance number. For those in the US or Canada, call 888-533-6042.
For those in the UK, call 0800 023 2623.

Accessibility Support
For information on Thomson Reuters’ accessibility policy, go to legalsolutions.thomsonreuters.com/law-products/about/legal-notices/accessibility.
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Signing On to Data Privacy Advisor

To access Data Privacy Advisor, complete the following:

@ Co to DataPrivacyAdvisorThomsonReuters.com

@Type your username and password in the Username and Password fields.
* Select the Save my Username check box if you want your username automatically entered each time you sign on to Data Privacy Advisor.
*  Select the Save my Username and Password check box if you want your username and password automatically entered each time you sign on to Data

Privacy Advisor.

*  Select the Remember Me check box if you want to store sign-in information (on this device; for this browser only) and bypass the OnePass Sign In page.
This feature may be disabled through any Update My OnePass link. Due to security restrictions, some users are not eligible for this feature.

© Click Sign In. The Welcome page is displayed.

. % THOMSON REUTERS

Data Privacy Advisor

Sign in using OnePass

Username

Forgot username?

Password

D Save username

|] Save username and password

D Remember me @

Forgot password?

\:‘ Show

‘=

Add registration key
Update OnePass profile

Create OnePass profile

Learn about OnePass
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After you sign on, create or assign a Client ID/Program ID for your research session. Using a Client ID/Program ID helps you identify the client you are doing

work for or identify the subject you are researching.

Type a client identifier in the Client ID/Program ID field or select a client identifier in the drop-down, then click Continue.

You can also click a link under Return to Your Recent Research to return to research from a previous session.

The Data Privacy Advisor home page is displayed.

‘ THOMSON REUTERS | DATA PRIVACY ADVISOR

YWiale mne
'.-.'-:'lu'.' =

Client or Program ID:
CLIENT A

Continue

Return to your recent research:

Search - personal data security |

Search - HIPPA covered entity (200)

&
i
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=
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Whenever you begin a research session, you start your research from the Data Privacy Advisor home page. At the home page, you can retrieve a document by
citation or search for documents using the Search box at the top of the page. You can also browse content using the links in the Browse by Jurisdiction widget.

Search Box

Enter a search query. Select
Ask Watson a Question,
Search Using Keywords, or
Search News.

Jurisdiction Selector
Choose jurisdictions from
around the world

Client ID/Program ID
Track the time you spend on
research projects.

Text and Jurisdiction
Compare

Compare snippets of text
from any documents within
Data Privacy Advisor.
Compare answers to relevant
data privacy questions across
jurisdictions.

Folders

Access recently used folders
from a list or click the link to
view all of your folders.

History

Access recent documents
and searches from the list or
click the link to access your
research history forup to a
year.

Favorites

Add content pages to your
Favorites for easy access.
Access favorites from the list
or click the link to view and
organize Favorites.

Alerts

Click the link to view and
create Data Privacy Advisor
alerts.

£7%: THOMSON REUTERS® | D

Erowse =

Ask Watson a Question Ml B 2sk Watson a Question - Example: What is the maximum fine under the GDPR?

Top News and Expert Analysis

Ao

M/szm to [Mlorrisons

Obamacare's Healthcare.gov
breached, 75,000 files
compromised

Hackers have breached the Affordable Care Act's

Compare

CLIENT A

'H B Selected Jurisdictions

British supermarket Morrisons loses court

appeal over data breach

Britain's Morrisons on Monday lost the latest round in a legal battle for compensation by thousands of its staff whose

personal details were posted on the intemet by a former employee.

Apple's Cook backs strong
privacy laws in Europe, U.S. -
remarks

sector-specific

Apple Chief Executive Tim Cook is expected fo stress

A

Sensitive data definition to be

Mew Delhi: The ministry of elecironics and IT (MeitY),
which is in the process of finalising of.

[~ B
o [soom

BETA

Advanced

@ Compare Jurisdictions »
Top Data Privacy Documents B
Enforcements Around the World

Browse by Jurisdiction

Type Jurisdiction

Data Privacy Advisor
Preferences and your
OnePass profile. Or,
sign out of Data Privacy
Advisor.

new features that were
included in the last update
of Data Privacy Advisor.
The link will be colored

up to two weeks
after an update.

Rotating articles showcase
insight and legal analysis
from current news.

Healthcare gov insurance sign-up system and the iPhone maker's commitment fo privacy and Albania
Ecol Angola
3 & : n Argentina
" Australia
Data Privacy Templates, Toolkits, Guidance and more by Practical Law Qur Editorial Team o
ustria
Compare Practical Law Q&A across Jurisdictions »
g Azerbaijan
Resource Type Date Belarus
Data Privacy Advisor Global Bulletin: September 26 to October 9, 2018 Legal update: archive 10-0ct-2018 Belgium
GDPR National Implementation Legislation Tracker Practice notes 11-Sep-2018 BT
Ralivia ]
Global Data Protection Authorities Chart: Overview Practice note: overview 14-Aug-2018
GDPR Compliance for Singapore Businesses Practice notes 02-0ct-2018
Cyber Incident Response and Data Breach Notification (China) Practice notes 16-0ct-2018
Information Security Considerations {China) Practice notes 16-0Oct-2018
Preferences | ! Conlent Scope  User Guide | Conlact Us | Select a Location What's Hew  Sign Off
THOMSON REUTERS®
Data Privacy Advisor. @ 2018 Thomson Reuters ~ Privacy Statement  Supplier Terms  Thomson Reuters is not Providing Professional Advice
Profile Settings What's New Top News and GDPR and CCPA
View or change Click the link to view all Expert Analysis View the top Data Privacy

Advisor resources on the
General Data Protection
Regulation as well as
the California Consumer
Protection Act.

Compare Jurisdictions
Compare research and
answers to relevant data
privacy questions across
jurisdictions.

Top Data Privacy Documents
Tap into the most popular
and useful documents for
data privacy, categorized by
jurisdiction.

Enforcements Around the
World

View a world heat map

of recent data privacy
enforcements.

Practical Law

Access relevant documents
related to data privacy in
Practical Law, including
Practical Law Q&A across
jurisdictions.

Browse by Jurisdiction
Navigate to content from a
particular jurisdiction before
searching.

Preferences

Set preferences for
searching, delivery, citations,
and more.

Contact Us

Select your location from the
drop-down to view support
information.
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Use the Search box at the top of every page to find answers or documents. Select the option from the Search drop-down that best matches your query: Ask
Watson a Question, Search Using Keywords, or Search News. For example, enter What is a HIPAA covered entity? in the Search box with Ask Watson a Question

selected to retrieve answers to the question you posed. Search methods are outlined in more detail later in this user guide.

To retrieve documents by citation, type the citation, e.g., UK ST 1998 c.29, in the Search box and click Search. To retrieve multiple documents by citation, type

the citations, separated by semicolons, in the Search box and click Search.

Additionally, materials can be retrieved by performing searches using KeyCite and Boolean Terms and Connectors.

CLENTA [§

i THOMSON REUTERS® | DATA PRIVACY ADVISOR

News Browse v Compare v
P ELUERRIEE LR Al Ack \Watson a Question - Example: What is the maximum fine under the GDPR? B Selected Jurisdictions Q Advanced

Ask Watson a Question

¥ British supermarket Morrisons loses court O Crmpae dmissrns -

BETA

Search Using Keywords
Search News |sis i GDPR » Z= CCPA >

L. Y appeal over data breach Top Data Privacy Docaments
Search Types Examples
Ask Watson a Question Answers to data privacy questions
1) What is a data controller? 2) What is a HIPAA covered entity?
—| Keywords COPPA parental consent children personal information
Boolean Terms and Connectors pr,ca(”children act”) & privacy /s proceeding
Find by Citation 15 USCA 7708
Find Multiple Citations 15 USCA 7708; UK ST 1998 c.29; S.C. c. 5 Sched. 1
KeyCite keycite 15 USCA 7706 or kc: 15 USCA 7706
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When you run a search, you search all of the content on Data Privacy Advisor by default. Core content comprises Practical Law as well as statutes; statutory
instruments; regulations; pending bills; approved bills; agency materials; regulatory guidance summaries; directives; ordinances; central legislation;
subordinate legislation; public laws; session laws; insurance bulletins; general opinions; self-regulating organizations materials; the Federal Register; Federal
News releases; and various secondary sources spanning a variety of jurisdictions. You can search by entering a question, descriptive terms that relate to your
data privacy issue, or by using Boolean Terms and Connectors.

Before you begin, select Ask Watson a Question, Search Using Keywords, or Search News from the drop-down on the left of the Search box, and select up to 90

jurisdictions in the Jurisdiction drop-down.

Data Privacy Advisor utilizes IBM Watson to deliver the best results quickly. Simply enter a question in the Search box at the top of the page.

Search

A search engine designed for data privacy,
Data Privacy Advisor utilizes IBM Watson
and Thomson Reuters search technology to
deliver relevant passages and documents
that relate to your query. Passages related
to your question are displayed underneath
document titles.

Viewing the Result List

By default, answers are sorted into
categories: Practical Law, any jurisdictions
you selected, and Secondary Sources. The
top 25 answers are available to view in
each category, with results with the highest
confidence rating appearing first. Results
include references to on-point documents
even if they do not reference the specific
terms used in your search .

Filters

Use the filters on the left to narrow the
results by content type, jurisdiction,
confidence rating, and more.

CLIENT A B =D « &

THOMS S | DATA PRI\

News | Browse ¥ || Compare

Ask Watson a Question Sl B What is a HIPAA covered entity?

What's New

BB scicted durissicions Q| | agvanced

Filters T Select géitems | No items selected H | ., Explore Related Concepts ==
Expand All Select Multiple Filters " Practical Law View all 25
> (B E e NRNO0 | Rate this snswer
+ Jurisdiction Personal Data Processing Agreements: Global Toolkit
. Toolkit aintained | Alberta, Australia, Brazil, British Columbia, Canada (Common Law), China, England, European Union, Federal. France, Hong Kong - PRC, India.
/' Data Privacy Topics \nIemJt\onal Ireland, Malaysia, Mexico, National/Federal, New Zealand, Quebec. Smgapcle South Africa, South Korea, Switzerland, United Kingdom, W
+ Confidence Rating While technology may sometimes make barders seem irelevant, a country's data protection or privacy laws may govern or restrict a company's pers: sonal data use , handling,
- or transfer. For example, applicable laws may prevent a company from transferring personal data originaling in one country fo a service provider localed in a different country
* Documents Viewed in the Last 30 Days == or requirs the establishment of detailed data sscurity measures. The legal requirements for engaging third parties to process personal data for a company vary between
+ Documents in Folders = jurisdictions, but often include requirements to: Cloud Computing and HIPAA Privacy and Security (US)
* Annotated Documents = TRNOD | Rate this answer
Expand Al Select Multiple Fiters Personal data processing agreement: Cross-border

Standard documents | Main

Alberta, Brazil, British Columbia, Canada (Common Law), China, England, Federal, France, Hong Kong - PRC, India, Ireland, Japan
Malaysia, Manitoba, Mexico, New Brunswick. New Zealand, Newfoundland & Labrador, Northwest Temitories Scotia, Nunavut, Ontario, Prince Edward Island, Quebec,
Saskalchewan, Singapore, South Africa, South Korea, Switzerland, USA (Mational/Federal), United Kingdom, s. Yukon

Some data protection laws impose specific obligations on data conirollers (fypically the entity that defermines the reasons o collect and use personal data) and data
procsssors (typically the entity that processes data on a controller's behalf). Service providers can act as sither data controllers or data procsssors

IHR00 | Rate this answer

Personal data protection policy: Cross-border

Standard documents | Maintained | Brazil, Canada (Common Law), China, England, Eurcpean Union, Federal, France, Hong Keng - PRC, India, Ireland, Japan, Malaysia,
Mexico, New Zealand. Singapore, South Africa, South Korea, Swilzerland, USA (NafionalFederal), United Kingdom, Wales

Some data prolection laws impose specific obligalions on the person or enlity who determines when, why and how fo collect and use personal data, known as a data

controller. Crganisations operating in those jurisdictions may want to define the data controller term for their employees and describe when they act (or do not act) as data
contrallers.

* @l Australia (100)

¥ Australia Statutes View all 25

Click the down arrow icon in the search box to access up to 20 of
your most recent searches.

What is a HIPAA coverad entity?
What is a HIPAA covered entity?

What is a data controller?

What kind of communications does CASL apply to?
Is an organization required to notify the regulator in California of a breach of personal information?

| Getting Started Guide
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What Should | Ask Watson?

Ask Watson a Question is a next generation answering feature. Thomson Reuters’ Center for Cognitive Computing and IBM Watson partnered to build the
world's first question system for global privacy compliance. It is a learning system, meaning the feature continues to get smarter with user interaction.

Note: Ask Watson a Question is in beta. Improvements are continually being made for this feature.

When asking Watson a question, think about these details:

* Industry - healthcare, retail, banking

» Data type - national identification number, personal information

* Actions being done to data - disclosure, data breach

Combine them with data privacy concepts to create great questions. For example:
* What is considered Protected Information under HIPAA?

* Are there any restrictions on marketing messages you can send to customers?

e What is the definition of a data controller under the Irish Data Protection Act?

Select Jurisdictions to retrieve more focused results.

CELRVEEVIIERRTES VL RS [ Are there any restrictions on markefing messages you can send to customers?

Selected Jurisdictions

You may find it helpful to run alternative versions of your question to get additional results.
For example:

*  Whatis a HIPAA covered entity?

*  What s the definition of a HIPAA covered entity?

*  What requirements must a HIPAA covered entity meet?

Additional Search Tips

* Ask questions as you naturally would using proper grammar. Avoid using only keywords.
Do this: Is it required to notify the regulator in California of a breach in personal information?

Not this: personal information breach notification requirements California
* If you are using an acronym, capitalize the entire acronym:

Do this: What are the basics of PIPEDA?

Not this: What are the basics of pipeda?
* Use proper capitalization in your questions.

Do this: What are the health information requirements in Canada?

Not this: WHAT ARE THE HEALTH INFORMATION REQUIREMENTS IN CANADA?

Not this: what are the health information requirements in canada?

Select All
E Australia
T |=| Canada
Federal
™ [=| Provinces and Territories
Vi #| Alberta

9 ¥ British Columbia

-~ B
Full List

Expand All |

t
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In some Ask Watson a Question search queries, the Knowledge Graph Visualization will be available to view. This graph displays concepts that are related to

your query in a visual format.

Display the Visualization

Click Explore Related Concepts to display
the Knowledge Graph Visualization of the
concepts related to your search.

View Input Concepts

Click a gray circle next to a concept to
display input concepts connecting it to
your question. That concept will then be
highlighted in green.

Browse Relevant Snippets

In the left pane, a snippet will appear. This
is the source Watson used to connect your
question to the input concept. Terms from
the visualization that appear in the snippet
will be highlighted in the corresponding
color.

View Similar Input Concepts

Click a blue circle to discover how that
input concept relates to other concepts
in the Knowledge Graph Visualization.
Snippets in the left pane will reflect the
sources Watson used to connect the
concepts.

: THOMSON REUTERS ‘ DATA P!

Home News | Browse ~ || comy

P TRl £ vnat are the international privacy requirements?

Filters T
Expand All

Select Multiple Filters

> Content Type By Country

CLIENT A

LI What's New

Q  Advanced

B Selected Jurisdictions
Select all items | No items selected A, Explore Related Concepts = v|m
* Practical Law View all 25

Rate this answer

Drafting Privacy Notices

..t THOMSON REUTERS

MNews Browse

AskWatson a Question [ BEEETUEIES

Relationships

\ias this related information ussful?

Concepts connecting personally identifiable
information to your question:

¥ @ Web site

CHAPTER 5 H.F. No. 2 APPROPRIATIONS—
EDUCATION

MN LEGIS 155 5 (2017)

Sec 13, 1224091 REPORTS. Subdivision 1
Teacher and administrator preparation and
performance data; report. (a) The
Professional Educator Licensing and Standards
Board and the Board of School Administrators
in cooperation with board-adopted teacher or
administrator preparation pregrams, annually
must collect and report summary data on
teacher and administrator preparation and
performance outcomes, consistent with this
subdivision. The Professicnal Educator
Licensing and Standards Board and the Board

* @ right to seek

THE FAMILY EDUCATIONAL RIGHTS AND
PRIVACY ACT

2011 USFD DOEAG 13193162

Under FERPA, a school must annually pfofify
eligible students in attendance of theif rights
under FERPA. The annual nofificgtfon must
include information regarding ayf eligible
student's right fo inspect and/eview his or hey
education records, the /1§53 to peflend
the records, the right to consent to di€tlosure of
ally identifiable info
records (except in cerfain circumstances), and
the right fo file a complaint with the Office
regarding an alleged failure by a school to
comply with FERPA. It must also inform eligible

=ty from the

CUENTA | [ & D

What's New

n a Question Advanced

BB seicied uissicions

[V B

Related Concepts
You Asked: What are the international privacy requirements?

< Return to List +

Web site
unauthorized use

electronic form
electronic mail

[ 1 personally identifiable information
‘Your question

adversely affected

@ right to seek

electronic mai
protected health information

Your guestion

P " electronic form

injunctive relief . ®
web sites

protected health information

web sites

| Getting Started Guide
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Data Privacy Advisor allows you to search using Boolean Terms and Connectors. When you search using Boolean Terms and Connectors, you enter a query
consisting of key terms from your issue and connectors specifying the relationship between those terms. For example, you can require that your terms appear
in the same sentence or in the same paragraph. Unlike Ask Watson a Question, a Boolean search will deliver snippets of documents that contain your terms,

rather than relevant passages.

Automatic Detection

Whenever you type a query that contains a field restriction, proximity connector, quotation marks, or expander (+, %, !), Data Privacy Advisor automatically
processes your search as a Boolean Terms and Connectors query if you have Search Using Keywords selected as the Search option.

Examples

* parental-consent /s COPPA /s entit!

* data /s breach /s notif! /p requir!

* pr,ca(“children act”) & privacy /s proceeding
* penalty /s disclos! /p medical /s information

If you are searching with Australia, Hong Kong, or New
Zealand as a jurisdiction, the terms /p and /s will
automatically change to /50 for /p or /20 for /s. This will not
affect your search.

“* THOMSON REUTERS ‘ DATA PR

Home News Browse v

Search Using Keywords v

+ Content Type By Country
Overview (8)
Praciical Law (22)

+ United States (97)

Secondary Sources (28)

adv: parental-consent /s COPPA entit!

CLIENT A B w D & &

Compare Whal's New

B Selected Jurisdictions C

Advanced

Select all items | No items selected
v Practical Law View all 22

US Privacy and Data Security Law: Overview

Practice note: overview NationaliFederal

This Note provides an overview of prominent US privacy and data seeurity laws relating to the collection, use, processing, and disclosure of personal information. It
summarizes key federal privacy and data security laws, certain state laws, with a focus on California and Massachusetts, and the Mobile Marketing Association and
Payment Card Industry.

in effect when they collected it. The FTC also enforces COPPA, which requires websites, online services, and mobile apps directed to.

that knowingly collect personal information from children, to obtain verifiable parental consent before collecting, using, or sharing children's personal information (see
COPPA The FTC's Behavioral Advertising Principles suggest that website operators and

more information, see Legal Update, FTC Updates COPPA Compliance Guidance COPPA does include limited exceptions allowing operators to collect certain
information without obtaining parental consent in advance, including, for example, to: Provide the required privacy:

v EE United States (97)

v United States Statutes (1)

&

/s; 120
or

+s

/p; /50
+p
%

/n

+n

Connectors and Expanders

AND
In same sentence
OR

Preceding within sentence

In same paragraph

Phrase

Preceding within paragraph

But not
Within n terms of

Root expander

Preceding within n terms of

Universal character

§ 20B. Privileged communications; patients and psychotherapists; exceptions
MA ST 233 § 20B | Effective: March 21, 2001 | Massachusetts General Laws Annolated | Part Ill. Courts, Judicial Officers and Proceedings in Civil Cases (Ch. 211-
262)

* Use the jurisdiction selector or browse to the
content you want to search before entering your
query.

*  When used without connectors or fields,
ampersands (&) and spaces (OR) are considered
part of a keyword search. Use Advanced Search
if you want to use these connectors in a Boolean
search.

| Getting Started Guide
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Advanced Search templates help you quickly build precise queries, making it easy to search for specific content within a jurisdiction or specific information

within document fields.

Accessing Advanced Search
Click Advanced next to the Search button
to display the Advanced Search page.

Content-Specific Fields

The fields available in a template are
specific to the content or document type
you are viewing when you click Advanced.

Individual content pages have

Advanced Search templates tailored
for their content. Browse to a page
(Like European Union) and click
Advanced Search to see the options
available for that content set.

THOMSON REUTERS® | DATA PRIVACY ADVISOR

News Browse v Compare
Ask Watson a Question Rl B /sk Watson a Question - Example: What is the maximum fine under the GDPR?

CLIENT A = D & 4

- B Selscted Jurisdictions n B | Advanced

Advanced Search

Use at least one field o create a Boolean Terms & Connectors query
Find documents that have

Allofthessterms | eg

Any of these terms | e.g., physician surgeon (searched as physician OR surgeon)

This exactphrase | eag

"Exclude documents"” requires at least one additional field.

These terms

Document Fields {Boolean Terms & Connectors Only)

Date = A

Citation

Name / Title

Term frequency

Term frequency

Term frequency

You can also enter a traditional search using basic keywords. In the Search drop-down, select Search Using Keywords. Enter your desired search terms, select
jurisdictions, and click the magnifying glass or press Enter.

THOMSON REUTERS ‘ DATA PRIVACY AD\

News Browse v || Compare -
Search Using Keywords v HIPAA covered entity

CLIENT A B w2 & &

What's New

B Selected Jurisdictions Q Advanced

| Getting Started Guide
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Browsing by Jurisdiction

There are several ways you can retrieve content in Data Privacy Advisor. Running a search from the Data Privacy Advisor home page will return results in the
core content areas. To search for a specific type of content by jurisdiction, start from the Browse by Jurisdiction widget, click the various jurisdiction links to
narrow the content or search for a specific jurisdiction using the Type Jurisdiction field. You can also start from the Jurisdictions page by clicking the Browse

drop-down on the Home page and selecting By Jurisdiction.

When you click a link to a specific jurisdiction, Data Privacy Advisor presents additional content categories that help discern the specific content you are looking
for. Additionally, a corresponding search box is displayed at the top of the page. Use the Search box to search within the specified category, or continue clicking
additional category links until you have reached the desired content. The categories within each collection will depend on what jurisdiction you are browsing

under.

@) Browse to content under Browse by
Jurisdiction or the Jurisdictions page.

@ Navigate Further
Browse until you reach the jurisdiction you
want to search.

©) Search Box
Type your search terms at the top of the
page. This will not retrieve Watson results,
but rather documents which match your
search terms.

Click the star icon ( * ) next to

content to add the pages to your
Favorites for quick access from the
Favorites tab.

Jurisdictions *
Il Albania . Estonia = Latvia Senegal
B Angola Il European Union B Licchtenstein P Serbia
Browse b}' Jurisdiction 3 Argentina H= Finland B Lithuania ™= Singapore
Bl Australiz 0 France B8 Malaysia B= South Africa
T}fpe JLll"iSdictiDrl B Austria ™ Germany W Malta [ South Korea
AT . W Belarus Ghana B Mauritius & Spain
A Belgium Greece A Mexico Sweden
Thailand B2 Bolivia K Hong Kong Wl Vorocco B Switzeriand
& Brazi = Hungary B Netherlands = Thailand
Trinidad and Tobago Il Bulgaria = Iceland El New Zealand & Turkey
[+l Canada = India 1 Vigeria ™ Ukraine
Turkey = Chile ™= Indonesia E= Norway = United Arab Emirates
Ukraine Bl China 0 Ireland 2 Paraguay United Kingdom
- Cotombier - ote-otian - Fotant B United States
United Arab Emirates E= CostaRica = lsrael B Fortugal B Unuguay
[=] Cyprus A ttaly [ Qatar B vietnam
United Kingdom Il Czech Republic [®7] Japan Il Romania
Search This Content v Search United States | Data Privacy _ Advanced
Uruguay
Home
Vietnam - .
E=S Unitzd States | Data Privacy
Jurisdiclions
« Feders]
« Nationgl
Statdy”
} « Alabama -arch This C Search United States | Alabama | Data Privacy _I
« Alaska
= Arizona Home > United States
» Arkansas
. Califomia = United States | Alabama | Data Privacy *
« Colorado Statutory and Regulatory Materials
« Connecticut - Stalutes
. Delavare « Regulations

= District of Columbia

« Enacted Legislation
« Pending Bills

Practical Law

Agency Materials
» Insurance Bulleting

« Proposed and Adopted Regulations
Regulatory Guidance Summaries

« Data Privacy Reguiatory Guidance Summaries

« Data Privacy Practical Law

« Attorney General Opinions
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Enforcements Around the World

The Enforcements Around the World page displays a heat map that highlights recent privacy enforcement enactments around the world. Underneath the heat
map, links to full texts of the enforcements are present.

(D View Enforcements By Country
Click a country on the map to display the
list of enforcements for that country under

the map.

() View Sub-Jurisdictions
Some countries have sub-jurisdictions.
A heat map for enforcements across
jurisdictions will appear when you click that

country on the map.

@Filter

Use the Filters on the left to filter the
Enforcements list by Date, Jurisdiction,
Data Privacy Topics, and Source. You can
also filter by documents viewed in the
last 30 days, in folders, or that have been

annotated.

(®)Start Over

Click the Reset Map link to return to the

world map.

(®Explore Full Texts

Click an enforcement title to view it on

another page.

(3 Stay Up To Date

You can create alerts for, deliver, or save
documents in the list using the buttons at

the top of the list.

THOMSON REUTERS

Home News Browse =

Search This Confent

Enforcements Around the World

Filters

Expand All Selsct Mulfiple Filters
* Date

* Jurigdiction

* Data Privacy Topics

* Source

* Documents Viewed in the Last 30 Days

* Documents in Folders

* Annotated Documents.

b
]
)

Compare

Search Enforcements

Enforcements

Select all items | No items selected

¥ Enforcements (5721}

1. Thomson Reuters Corporation

S.E.C. No - Acfion Letter | August 28, 2018 | 2018 WL 4092178

2.IN THE MATTER OF AEGON USA INVESTMENT MANAGEMENT, LLC, TRANSAMERICA
ASSET MANAGEMENT, INC., TRANSAMERICA CAPITAL, INC., AND TRANSAMERICA
FINANCIAL ADVISORS, INC., RESPONDENTS.

S EC. Release No | August 27, 2018

3. CBS Corporation

Release No 4996 | 3-18681

CLUENTA | B

What's New

Federal (509)
National (0)
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Data Privacy Advisor gives you access to documents in Thomson Reuters Practical Law that relate to data privacy. Click the More Practical Law link on the home

page to browse Practical Law content.

Get Started
Browse content by Topics, Resource Type,
or Jurisdictions.

Learn More

Click theiicon next to a list item to view
more information about that topic or
resource type.

: THOMSON REUTERS ‘ DATA PRIV

Home News Browse ~ Compare

Data Privacy Templates, Toolkits, Guidance and more by Practical Law

QLT Resourg e Jurisdiclions = Q&A Compare

B Core Data Privacy Principles

Data Protection Laws and Frameworks

Data Sharing and Transfers

Program Design and Management

Transactions, Contracting, and Vendor Management

Data Security and Data Breach

[ — - Search Data Privacy Templates, Toolkits, Guidance and more by Practical Lav B Aovances

NO CLIENT ID B D & &

What's New

curity, and
accountability. K clude privacy by de:
identification/anonymization/pseudonymization, and big
data and discrimination

sign, de-

Use the Q&A Compare tab to compare data privacy laws across jurisdictions.

Choose a Topic
Click a topic name to get started.

Choose Jurisdictions

Enter the jurisdictions you want to compare.

You can select them from the drop-down
menu or search for a jurisdiction by typing it
into the field.

Choose Specific Topics
Select the topics you want to compare in
the list.

Click Compare

Compare Jurisdictions
Information on the topic for each
jurisdiction is available to view and
compare.

# THOMSON REUTERS ‘ DATA PRIN

News

Home Browse ~ Compare

Data Privacy Templates, Toolkits, Guidance and more by Practical Law

Topics Resource Type Jurisdictions Q&A Compare

Country Q8As
- Data Protection
« Privacy

Cross-Border Topics

Search This Content v Search Data Privacy Templates, Toolkits, Guidance and more by Practical Lav b @ Advanced

To start comparing Data Privacy law across multiple jurisdictions, select a topic.

i NoCLENTID | B m (D[ |8
i THOMSON REUTERS | DATA PR

Home || News || Browse v || compare

‘Search This Content = Search Practical Lay Q  Advanced

Country Q&A Comparison Tool
Topic: Data Protection

Select which jurisdictions to compare:
Type Jurisdiction v

i THOMSON REUTERS ‘ DATA PRIVAGY AD

Home News | Browse ~ || Compare v

Search This Content ~ Search Practical La

Practical Law — Dat=?rotection

Jurisdiction = Question 1 0f2 ’

Type Jurisdiction

Al

Canada
Canada

United States -

Law stated as at 01-Dec-2017

L

| 1. What national laws regulate the collection and use of personal data?

Wendy J Wagner and Christopher Oates, Gowiing WLG, with Practical Law

< Selecta Topic

Select which questions to compare:

1. What national laws regulate the collection and use of personal data?
2. Towhom do the laws apply?

3 What data is regulated?

NOCLIENTID [H m O * 4

What's New

-

Start New Comparison = = v
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After running a Boolean Terms and Connectors or Advanced search from the Data Privacy Advisor home page or running a search from a Browse page, the
Search Result Overview page is displayed, which lists the documents most relevant to your data privacy issue, organized by content types.

Choose a Content Type
Click a content category in the left column
to display the result page for that content. T W = N

You can also click the View all link in the
result “Sts S B HIPAA covered entity . dvanced

CLIENT A B

THOMSON REUTERS ‘ DATA P

What's New

Back fo United States | Federal | Data Privacy

Relevant Results by Content Type  Content Tyne
The top results from each content type are O L=
included in the Overview. FrsiealLan 5

Select all items | No items selected AviiE| v I

¥ Practical Law View all 132

Statutes (534) HIPAA Business Associate Agreement
579 Standard documents aintained | National/Federal
. Regulations 1,957)
Save to Folder icon
. Enacted Legislatibg (639)

The Save to Folder |Con a llOWS you to Save A model agreement between a covered entity subject to HIPAA's privacy, security, enforcement, and breach notification rules and its business associate, to provide
Pending Bills (936) for the safeguarding of protected health information that is received or created on the covered entity’s behalf. This Standard Decument has integrated drafting notes

results you select to a folder in Data Privacy Proposed & Adopted RegYigtions (7,745) wilh imporant

i i Agency Malerials (4,050
Ad\”Sor SeLECt the CheCk bOX precedlng ’ An entity or individual subject to the Health Insurance Portability and Accountability Act of 1996, as amended ( HIPAA) (that is, a HIPAA covered entity (CE))
H Regulatory Guidance Summaries (531) may need to disclose protected health information (PHI) to other entities or individuals that perform functions on the CE's behalf, such as third party adminisirators
each entry you want to save, and click the / y ' " parly

(TPAs), claims administrators, consultants, medical transcriptionists, and attorneys. These other parfies are referred to as business associates (BAs). The HIPAA.

. Secondary Sources (1,639) . )
icon -..Business Associate agrees to make its intemal practices, books, and records, including policies and procedures regarding PHI, relating to the use and disclosure of PH|
: and Breach of any Unsecured PHI received from Covered Entity, or created or received by the Business Associate on behalf of Covered Entity, available to Covered
Entity (or the Secretary) for the purpose of Covered Entity or the Secretary determining compliance with the Privacy Rule (as defined in Section 8)....
D l . [Business associate shall return to Covered Entity [or, if agreed to by Covered Entity, destroy] all PHI receivad from Covered Entity, or created, maintained, or

e Ivery ICOH received by Business Associate on behalf of Covered Entity, that the Business Associate still maintains in any form. The PHI shall be returned in a format that is

. . reasonably expected 1o preserve its accessibility and usability. Business Associate shall retain no copies of the PHI]

The De“ve ry Icon auOWS VOU to eXpO rt [Business Associate shall not directly or indirectly receive remuneration in exchange for any PHI of an individual without Covered Entity's prior written approval and

wotice from Covered Entity that it has obtained from the individual, in accordance with 45 C FR_§ 164 508, a valid authorization that includes a specification of whether

resu"ts you SeleCt YOU ma\/ emal[l prmt: or th&PHI can be further exchanged for remuneration by Business Associate. The foregoing shall not apply to Covered Entity's payments to Business Associate for
dOWﬂ [Oad the resu ltS Select the CheCk bOX servidgs delivered by Business Associate to Covered..

preceding each entry you want to export,
and click the icon.

v EE United Statas (16453)

T Statutes Viewall 534

§ 1320d-6. Wrongful disclosure of individually identifiable health information
42 USCA § 1320d-6 | Effective: February 17, 2010 | United States Code Annotated | Title 42. The Public Health and Welfare

Create Alert icon

The Create Alert icon allows you to create

a Data Privacy Advisor Alert for this search.
Select Create Data Privacy Advisor Alert to

get started.
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From the Overview page, click a content category and you will see that Data Privacy Advisor provides tools to help you further refine your search.

Search Box
Type a new search at the
top of any page.

Content List

Expand the list to
navigate to other content
types.

Sort by

Relevance, Date (reverse
chronological), Title, or
other options depending
on content type.

Create Data Privacy
Advisor Alert

Create an alert for your
search.

Deliver
Email, print, or download
the document.

Save Documents to a
Folder

Keep documents for later
use.

THOMSON REUTERS ‘ [»

Home News Browse v

Filters

» Content Type

Expand All Select Multiple Filters

~ Resource Type
Practice note: overview (7)
Practice noles (30)
Standard documents (19)
Standard clauses (3)
Checklists (2)

More Resource Types
+ Jurisdiction
+ Data Privacy Topics

+ Documents Viewed in the Last 30 Days &

+ Documents in Folders

+ Annotated Documents @

Search within results

Expand All Select Multiple Filters

Compare

Search This Content > HIPAA covered entity

NO CLIENT ID E| | =

What's New

Q  Advanced

Back to United States | Federal | Data Privacy

Select all items | No items selected Sort by: |Relevance v Page 1of 7 20 per page avi= v
* Practical Law (132)
1. HIPAA Business Associate Agreement = =2

Standard documents aintained | National/Federal

A model agreement between a covered entity subject to HIPAA's privacy, security, enforcement, and breach notification rules and its business associate, fo
provide for the safeguarding of protected health information that is received or created on the covered entity's behalf. This Standard Document has integrated
drafling notes with important

An entity or individual subject to the Health Insurance Portability and Accountability Act of 1996, as amended ( HIPAA) (that is, a HIPAA covered entity
(CE)), may need to disclose protected health information (PHI) fo other entities or individuals that perform functions on the CE’s behalf, such as third party
administrators (TPAs), claims administrators, consultants, medical franscriptionists, and attorneys. These other parties are referred to as business associates
(BAs). The HIPAA.

Business Associate agrees to make its internal practices, books, and records, including policies and procedures regarding PHI, relating to the use and
disclesure of PHI and Breach of any Unsecured PHI received from Covered Entity, or created or received by the Business Associate on behalf of Covered
Entity, available to Covered Entity (or the Secretary) for the purpose of Covered Entity or the Secretary determining compliance with the Privacy Rule (as
defined in Section 8)

-.[Business associate shall return to Covered Entity [or, if agreed to by Covered Entity, destroy] all PHI received from Covered Entity, or created, maintained,
or received by Business Associale on behalf of Covered Entity, that the Business Associate still maintains in any form. The PHI shall be returned in a format that
s reasonably expected to preserve its accessibility and usability. Business Associate shall retain no copies of the PHL].

[Business Associate shall not directly or indirectly receive remuneration in exchange for any PHI of an individual without Covered Entity's prior written approval
and notice from Covered Entity that it has obfained from the individual, in accordance with 45 C.F.R. § 164.508, a valid authorization that includes a specification
of whether the PHI can be further exchanged for remuneration by Business Associate. The foregoing shall not apply to Covered Entity's payments to Business
Associate for services delivered by Business Associate to Covered...

2. HIPAA Business Associate Policy

Standard documents aintained | National/Federal

Document Title

Quickly scan the document
title and other relevant
information dependent on the
content type.

Research Icons
Indicates previous document
activity:

' Note Added
&3 Previously viewed in the
last 30 days

+ Saved to folder.

KeyCite Flags for US Law alert you to when a US statute or regulation in a

document has been negatively discussed or renumbered (') or has been
amended, repealed or superseded (™). KeyCite flags will be visible on the Results
page when you select US Statutes or Regulations as the Content Type.

33-19-105. Exemption based on federal standards for privacy of individually identifiable health
information--notice to commissioner required--rules

WMT ST 22-18-105 | West's Mentana Code Annotated | Title 23. Insurance and Insurance Companies

Editorial Summary
Some content displays
summaries provided by
our attorney-editors.

Search Terms in Context
Your search terms are
highlighted in yellow.

Snippets

Clicking a document
snippet in a result list
takes you directly to that
section in the document.

Narrow with Filters
Depending on content,
you will see filters for

*  Resource Type

» Jurisdiction

» Data Privacy Topics

* Search within Results
* and more....

Select Multiple Filters
Click to apply multiple
filters simultaneously.
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Once you view a document, you will find many features to help you with your research. Features will vary depending on the type of document you are viewing.

Document Header
Quickly scan the title,
jurisdiction, and other
information.

Table of Contents

If the document includes a
Table of Contents, use it to
jump to specific sections.

Return to List

Click this button to go
back to your search
results.

Previous and Next
Move through documents
in your search results.

Your Selected Answer
Displays the answer to the
question you posed in an
Ask Watson a Question
search. Coming soon,
click the Go to answer in
document button to view
the answer in context.

NOCLIENTID | E§ &

% THOMSON REUTERS ‘ DATA PR

Home News Browse ~ Compare

Ask Watson a Question R B s there an obligation to netify a regulator of a data breach?

Cyber risk and directors’ liabilities: an international perspective
by Ffion Flockhart, Steven Hadwin, David Navetia, Kris Kleiner, Dino Wilkinson, Steve Tenai, Christoph Ritzer, Elsa Jordaan, John Moran and Reece Corbeft-Wilkins of Noerton Rose Fulbright | Articles | Published on 01 Dec 2016
+ Australia, Canada (Common Law), European Union

What's New

B Selected Jurisdictions Q

Advanced

= Table of Contents T < Return to list 3 of 25 results Q|fsa

1 Speedread

2 CYBER RISK AND BOARDS foiiSeleceansier

There are various industry-specific disclosure obligations that exist shouid a cyber insident ocour, and direstors and officers should be aware of the obligation to notify regulators and affected individuals of

cyberincidents. For example, financial services companies reguiated by the Austraiian Prudential

3 THEUK
Go to answer in document
Case law
Legislative change Cyber risk and dirgctors’ liabilities: an international perspective
Regulatory obligations
Related Content

4 GERMANY

re farticle outiines directors' fi

5 UNITED ARAB EMIRATES

Company law

Criminal liability /of 2 cyber incident and, if so, the timing and centent of this nofification

There are various industry-specific disclosure obligations that exist should a cyber incident occur, and directors and efficers should be aware of the obligation to noify regulators and affected
=p | ndividuals of cyber incidents. For example. financial services companies regulated by the Australian Prudential Regulation Authority must notify the regulator of major IT security incidents. A
failure to notify is a strict liability offence and penalties of up to AUS36.000 may apply.

Data breaches

Click a document link within a document to view it. If it is not available in Data
Privacy Advisor, it will appear in a new window with limited functionality.

9]
o
&
i

Dare v. Wal-Mart Stores, Inc.

267 F.Supp.2d 987
United States District Court,
D. Minnesota.
Lois DARE, Plaintiff
V.
WAL-MART STORES, INC., Defendant.
No. CIV. o2—-01 (PAM/ELE).
June 13, 2003

Applicant sued employer for race discrimination under Title VIl and Minnesota Human Rights Act (MHRA). Following issuance of stay, 2003
W1 34447577 tha District Cond Masousan | hold that (4% Siil Rishts Act of 4004 anplias &

nole.maotive Title VL claime- (2% aoplicant

Search Document Text
Search text in this
document.

Display Options
Adjust the document font
styles, sizes, and margins

Add Document Note
Add a note to the top
of the document or
hide notes you added
previously.

Save to Folder
Save the document to a
folder.

Alerts

Create an alert to be
notified if this document is
updated.

Deliver
Email, print, or download
the document.

Full Screen Mode
Expands the document
view for easier reading.
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The workflow tools found on all document pages are designed to make your research easier. If you do not have the time to complete your research in one

session, the workflow tools will help you pick up right where you left off.

Research Icons
Indicate previous document activity
&3 Previously viewed in the last 30 days.

» Saved to Folder
] Note Added B Whatis a data controller?

5. 173 Assessment notices

% THOMSON REUTERS ‘ DATA PR

Home News Browse v Compare

Selected TEXt Menu United Kingdom | Coreners and Justice Act 2009 ¢. 25 | UK ST 2009 c. 25 Pt 8. 173 (Approx. 7 pages)
When you select text in a document, Data <Retum o st 10f 25 resuits

Privacy Advisor provides the following 4414 Asacssmant nofces

features:

or is complying with the data protection principles

° Save to [63] A data coniroler is within this subseclion if the data controlier is—]

Allows you to save selected text to
a folder as a snippet. Clicking the
snippet within the folder will return

(3) An assessment notice is a notice which requires the data contraller to do all or any of the following—

Save to Recent Folder

B Selected Jurisdi

i i e E emises Add a Note
you to that p[ace in the document. () permit the Commissioner lo enter any specified premise: | ]
(b) direct the Commissioner o any documents on the premises that are of a specified description Highlight |
° Add a NOte Copy with Reference (Standard) v
(¢) assist the Commissioner ta view any information of a specified description that is capable of bej i G .
Add to Compare (Text) v
AuOWS you to add and Share a note (d) comply with any request from the Commissioner for—
Wlth Coueag ues. (il a copy of any of the documents to which the Commissioner is directed.

ictions

il

H-e

(1) The Commissiener may serve a data controller within subsection (2) with a nofice (in this Act referred fo as an *assessment notice”) for the purpose of enabling the Commissioner to determine whether the data controller has complied

What's New

Advanced

* Highlight
Allows you to highlight text for
later reference. You can also share
highlighted text.

*  Copy with Reference
Allows you to insert the correct citation
and page number when you paste the
copied text into another document.

* Add to Compare
Allows you to save the snippet for Text
Compare and Jurisdiction Compare.

| Getting Started Guide
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KeyCite®, the industry’s most complete, accurate, and up-to-date citation service, verifies whether a statute, court rule, regulation, or select administrative
decision is still good law. It is the only online citator to do so directly on the face of the document and on a result list.

KeyCite Status Flags
Checking US Statutes in KeyCite
P Ared flag indicates the statute has
been amended by a recent session
law, repealed, superseded, or held
unconstitutional or preempted in
whole or in part.

A yellow flag indicates that the
statute has been renumbered or
transferred by a recent session law;
that an uncodified session law or
proposed legislation affecting the
statute is available; that the statute
was limited on constitutional or
preemption grounds or its validity
was otherwise called into doubt; or
that a prior version of the statute
received negative treatment from a
court.

Similar treatment is provided for

court rules, regulations, and select

administrative decisions.

Negative Treatment

When applicable, a description and a link
for the most negative treatment is available
at the top of the document.

CLENTA || m 2 x &

i THOMSON REUTERS | DATA PRIV/

Home News Browse = Compare What's New

Search Using Keywords v HIPAA covered entity Selected Jurisdictions Q. advanced

§ 1320d-2 lards for inf ion tra i and data elements,
United States | Federal | 42 US.C.A §1320d-2 | United States Code Annotated | Title 42. The Public Health and Welfare | Effective: March 23, 2010 (Approx. § pages)

Document Notes of Decisions (15) ~ Selecled History (151) ¥ | Selected Ciling References (1,410) ~ KeyCite.

<Return to list 16 of 9,814 results Qriginal terms Go To Q|aal(3 (v ||| ||=v|]

Accessing KeyCite
Type one of the following with a citation in the Search box:

* keycite

* keycite:

* ke

e kc:

Example:

[Tl kc: 15 USCA 7706 B Selected duriscictions a

| Getting Started Guide
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For United States documents, KeyCite provides a list of statutes, regulations, administrative materials, secondary sources, and material from Practical Law that
cites the document and ensures you are citing good law.

Access Selected Citing References
To view documents that cite your document,
click the Selected Citing References tab.

Filter
To narrow the list of citing references, you
can

* type termsin the Search within results
box in the left column.

* click a document type in the left
column, e.g., Secondary Sources. You
can further narrow this list by selecting
a filter under Narrow in the left
column, such as Jurisdiction.

: THOMSON REUTERS | DATA PRI

Home News Browse Compare

Ask Watson a Question B B Is an organization required to notify the regulator in California of a breach of personal information?

§ 1798.29. Agencies owning, licensing, or maintaining computerized data including personal information; disclosure of se...
United States | Califomia | West's Ann Cal Civ Code § 1798 29 | West's Annotaled Califomia Codes | Civil Code | Effective: January 1, 2017 (Approx 3 pages)

Document EECHCLTESCHRSRIVIRG  Selected Citing References (24) v

Filters T KeyCife. Selected Citing References (24)

B Selected Jurisdictions

Q) advanced

+ Content Type
Select All | No ltems Selected 1 of 2 Pages 20 per page

Statutes n
Adminisirative Decisions & Guidance
1. State Data Breach Laws Agency Notice Requirements Chart: Overview —

Secondary Sources 10y 2013 WL 3719650
Practical Law @ 2. US Privacy and Data Security Law: Overview - -
All Results (24) 2013 WL 4861951+

= 3. California Privacy and Data Security Law: Overview — —
Select Multiple Filters 2015 WL 597376+

Search within results 4. Student Privacy: Education Service Provider Requirements — —
E 2015 WL 9308177
5. Data Breach Notification Laws: California — —
Choose a content type under "VIEW" to see filtering 2015 WL 4522841+
options
6. Information Security & Privacy: A Practical Guide to Fed, State & Intl Law s 25:70, Notice 2018 —
of security breaches

California was the first state to require notice of data security incidents by enacting section
1798 82 of the Civil Code, which became effective July 1, 2003. As has been shown by

-..Pll of other states and includes

information[6] and health insurance information.[7 1

7. Information Security & Privacy: A Practical Guide to Fed, State & Int'l Law s 25:80, State 2018 —
agency notice law-Notice of security breaches

Any agency that owns or licenses computerized data that includes personal information must
disclose any breach of the security of the system following discovery or nofification of..

nformation. (6) Information or d
tem, as defined in
nal infon

gh the use or operation of an automated
1798.90.5. Cal. Civ. Code § 1798.29(g)
does not include publi ailable

CLIENT A EH =D & &

‘What's New

| I S [ S N

Praclical Law

Praciical Law

Fractical Law

Praciical Law

Praciical Law

Other Secondary
Source

Other Secondary
Source

| Getting Started Guide

21



Use Text Compare to view the differences between any two snippets of text from documents available on Data Privacy Advisor.

Select and Save Text Snippets

Highlight a snippet of text and select Add
to Compare. Enter a Text Name and click
Save.

The Text Compare Page
Access the Text Compare page by clicking
the Text Compare button in the top right.

View Snippets

On the Text Compare page, all snippets you
have created are displayed. Click the Pencil
icon next to a snippet to edit its name.

Click a snippet link to view the text of that
snippet. View saved comparisons by clicking
the Saved Comparisons link. You can have
up to 25 comparisons saved.

Upload Custom Text
Under Saved Text, you can enter your own
snippet to include in a text compare.

Create a Comparison

On the Text Compare page, select two
saved snippets to compare and click the
View comparison button.

Compare Texts
A visualization that summarizes the
comparison will appear.

* Use the drop-down to select and view
other text comparisons.

e Click the arrows button to switch the
order of the snippets.

e Click the Save or Delivery buttons to
save, email, print, or download the
comparison.

HOMSON REUTERS
Home Trws Browse v Compars
STl © s v o chssion s ety ot of s acn? Ho

Outa Drwach Noufication Laws: Alsbama
= cpeary & Techacicgry | S GAA| 1

| TestName  Astoma dewa breach nosicason

3 Trggming Evess ‘A coverad entity must notify tha Asamaey Genoral in writng of ary breach of spedil__ Dt Bresh Notfesbion L ALL2ra
5 Recant Foide feasonabie dely. but no kater By dS days o the covered entity recaived notification of a breach

|8 s

£ THOMSON REUTERS ‘ D

Home News  Browse v

Ask Walson a Question [ JNETUNERNEN
RS YELIEEN urisdiction Compare

Text Compare

Compare

Question - Example: What is the maximum fine under the GDPR?

B Selected Jurisdictions

* Baved Text View comparison

@ # | Alsbama Data Breach nofification =
Text name  Own Toxt Examale Cancel

Add your own text:

Tyeo or copy and paste your own baxt

You can enter your gan text here @ #  Arizona Data Breach notification @

View comparison Remove

: THOMSON REUTERS | DATA PRI

* Saved Comparisons

B  roances

Comparison results for: Arizona Data Breach netification VS. Alabama data breach notification
< Retum to Text Compare List

Summary

[l omissions: 1
M Additions: 1

7 Total [l Replacements: 5
Differences

Number of Characters (Including Spaces)
Left text: 230
Right text: 207

Arizona Data Breach notification

Alabama data breach notification

more than 1,000 Alaska

s must also notify all nationwide consumer reporting agencies, unless
ntity is subject to the Gramm-Leach-Bliley Act (Alaska Stat. §
45.48.040)

Ta s a8 expeditio
later than 45 days if
from a third party agest.

the covered entity received notification of a breach

[HE IR S
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Use Jurisdiction Compare to directly compare answers to data privacy research questions across jurisdictions. On the Home page, click Compare Jurisdictions or
select Compare Jurisdictions in the Compare drop-down to get started.

This feature is currently in BETA. More jurisdictions will be added in future.

e CUENTA | = D/ |[x &
i..: THOMSON REUTERS | DATA PR

Compare Jurisdictions
Ask Watson a Question [ JEE Text Compare u nder the GDPR? u Selected Jurisgictions Q

Q8A Compare Tool

Advanced

Top News and Expert Analysls
. “‘ ]' 1’|lr\'r{; ) ) . —
] Southeast Asia seek cybersecurity deal | @ compare ursaicions - BETA

Ask Your Question

CLIENT A B m D *x &

Enter a question in which you want to THOMSON REUTERS

research and explore across jurisdictions. = o | Gz ot New
Select jurisdictions in the Selected —

Jurisdictions d rop_down A C“Ck the Compare Jurisdictions is a Beta feature that allows a user to ask a natural language question to IBM Watson and compare similar answer responses across jurisdictions.

View Saved Comparisons link to see 1 Ask your question

comparisons you have previously saved.

I Enter your question to compare

ISWerS acros

n a View Saved Cemparisons

Select a Primary Answer .
Click the Compare button underneath the %} THOMSON REUTERS | DATA PR
answer you want to compare.

CLIENT A B =

News | Browse v || compare

BETA:

Compare Jurisdicfions is a Beta feature that allows a user to ask a natural language question to IBM Watson and compare similar answer responses across jurisdictions.

2 Select a Primary Answer
You asked: What are data notification requirements?

Filters T

I+1 Canada (50)

Expand All Select Multiple Filters * M European Union (50)

» Content Type By Country 1 1 Ireland (50}

» Jurisdiction 2 United Kingdom (50)
.=
» Data Privacy Topics EE United States (50)
» Confidence Rating B * United States Statutes View all 25

» Documents Viewed in the Last 30 Days &= Rate this answer

o = 603A.220. Disclosure of breach of security of system data; methods of disclosure
> Annotated Documents ) NV ST 603A220 | West's Nevada Revised Statutes Annotated | Title 52. Trade Regulations and Practices (Chapters 597-612)

. 5. A data collector which: (a) Maintains its ewn nefification policies and procedures as part of an infermation security policy for the treatment of personal information that
Expand All Select Multiple Filters

s ofherwise consis!

with the timing requirements of this section shall be deemed to be in compliance with the notification requirements of this section if the dgk
cellector nolifies subject persons in accordance with its policies and procedures in the event of a breach of the security of the system data

O Compare
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CLENTA | B m

Select Additional Answers

Select additional jurisdictions in the
Selected Jurisdictions drop-down. Select
the check boxes for relevant answers and
click the Add to Selection button. Those
answers will move to the left column. You
can add as many jurisdictions as desired to
display more answers to compare.

THOMSON REUTERS | D.

What's New

Browse v | | compare

BET/
Compare Jurisdictions is a Beta feature that allows a user to ask a natural language question to IBM Watson and compare sim

ons and answers to compare

You asked: What are data notification requirements?

Select answers before comparing all results in a matrix.

B o

BB

ERIMARY ANSWER

Selected Jurisdictions to Compare Compare in a Marix

EE United States

United States Statutes
Compare with | No items selected Add to Selection

603A.220. Disclosure of breach of security of system R
data; methods of disclosure
NV'ST 6034220 | United States Statutes

~ == United States (19)

Save and Deliver Comparisons

Click the Save icon to save the comparison.
Click the Download icon to download an
Excel file with the selected answers.

* Unifed States Statutes (9)

5. A data collector which: (a) Maintains its own nofification policies and procedures as part of an information
security policy for the treatment of personal information that s otherviise consistent with the timing
requirements of this section shall be deemed to be in compliance with the notification requirements of this
section if the data collector nofifies subject persons in accordance vith its policies and procedures in the

event of a breach of the security of the system data.

Rate this answer

530/10. Notice of breach

IL ST CH £15 § 530/10 | Effective: August 18, 2017 | West's Smith-Hurd llinois Compiled Statutes
Annotated | Chapter 815 Business Transactions

§ 10. Notice of breach. (d) Notwithstanding any other subsection in this Section, a data collector that
maintains its own notification procedures as part of an information security policy for the treatment of
personal information and is otherwise consistent with the timing requirements of this Act, shall be deemed
n compliance with the notification requirements of this Section if the data collector notifies subject persons.
in accordance with its policies in the event of a breach of the security of the system data.

* == United States (1)

* United States Statutes (1)

Rate tnis answer

603A.220. Disclosure of breach of security of system

data; methods of disclosure

NV ST 6034220 | West's Nevada Revised Statutes Annotated | Title 52. Trade Regulations and Practices
Chapters 567-612)

5 Adata collecio (@) Maintains its own notification policies and procedures as part of an

Rale this answer
§ 1798.29. Agencies owning, licensing, or maintaining
computerized data including personal information;
disclosure of security breach; notice requirements

Compare in a Matrix

Click the Compare in a Matrix button. Your
selected answers will appear in a matrix
where you can easily compare them.

View Saved Comparisons

Click the Jurisdiction Compare button to
view your saved comparisons. You can view
each comparison as a comparison (step 3)
or in a matrix (step 4). Click the Start a new
comparison button to add a create a new
comparison.

nformation security policy for the treatment of personal information that is otherwise consistent with the
timing requirements of this section shall be deemed to be in compliance with the noification requirements
of this section if the data collector nofifies subject persons in accordance with its policies and procedures

n the event of a breach of the security of the system data.

THOMSON REUTERS | DA

News | Browse v || Compare

BET/
Compare Jurisdictions is a Beta feature that allows a user to ask a natural

You asked: What are data notification requirements

<Back

EE united States - Nevada

603A.220. Disclosure of breach of
security of system data; methods of
disclosure

NV ST 603A.220

disclosure
NV ST 602A.220

5. A data collector which: (a) Maintains its own 5
notification policies and procedures as part of an
information security policy for the treatment of personal
information that s othenvise consistent with the timing
requirements of this section shall be desmed o be in
compliance with the nofication requirements of this
section If the data collector notifies subject persons in
accordance with its policies and procedures in the event

ofa breach of the security of the system data. of a breach of the se

CACIVIL'§ 179829 | Efiective: January 1, 2017
() Notwithstanding subdivision (i), an agency that maintains its own notification procedures as part of an
nformation security policy for the treatment of personal information and is otherwise consistent with the

timing requirements of this part shall be desmed to be in compliance with the notification requirements of

A data collector u
notification policies and procedures as part of an
information security policy for the treatment of perzonat
information that s oth
requirements of this section shall be deemed to be in
compliance with the noffication requirements of this
section if the data collector nofifies subject persons in
accordance with its policies and procedures in the event

ts Annotated California Codes | Civil Code

nguage question to IBM Watson and compare similar answer responses across juris

United States - Nevada

603A.220. Disclosure of breach of
security of system data; methods of
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vise consistent with the timing

curity of the system data
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4 Compare in a matrix

: THOMSON REUTERS ‘ [}

Home News || Browse ~ | Compare

‘Watson a Ques
RCALEE  Jurisdiction Compare

Jurisdiction Compare

is the maximum fine under the GDPR?

Ask Watson a Question - Example: W

Start a new comparison

Data Notification Requirements comparison comparison | matrix

B Selected Jurisdictions

CLIENT A

What's New
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Advanced
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201809105 a
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If you need a copy of a document, Data Privacy Advisor offers multiple options for document delivery. Documents, snippets, and result lists can be emailed,
printed, or downloaded from nearly every page in Data Privacy Advisor. Documents can also be saved to a folder.

Delivery Icon
The last delivery method you used is
displayed. The default method is email.

Delivery Options

Deliver full text documents, with or without
notes and highlighting, or lists from a result
page. Click a tab to modify the format of
your delivered document. Options vary
based on the documents you want to
deliver and the delivery method you select.

To set the default delivery format

and other delivery options, click
Preferences at the bottom of any
page, then click the Delivery tab.

THOMSON REUTERS ‘ DATA P

Home News Browse ~ Compare

LELE S ERSTES LI B \What kind of communications does CASL apply to?

§ 2:28.Purpose and scope
Multinational | Intl. Information Security & Privacy § 228 | Information Security and Privacy

= Table of Contents T < Retum to list

View Full TOC

Author's Introduction and Prefacs to the 2018
Edition

CLIENT A EH(m D x| &

What's New

B Salscted Jurisdictions A Advanced
A Guide to International Law and Compliance | Infroduction to Global Privacy Laws  (Approx. 2 pages)
1 of 8,429 results Hide Highlights [ Reading Mode § Qs B v = IR I

2 Print

& Downlead

Int’l. Information Security & Privacy § 2: 28

information Security and Privacy: A Guide o Intenational Law and Complianee | June 2018 Update

THOMSON REUTERS

Home ~ Compare

T
9 What kind of communications doe

§ 2:28.Purpose and scope
Multinational | Intl. Information Security & Privacy § 2:28 | Information S

Data Privacy Advisor - § 2:28 Purpose

Ce
£ Table of Contents H €Refun
Subject
View Full TOC !
Author's Introduction and Preface fo the 2018
Email Note

Edition
optional notes

‘About the Author

Part | Introduction to Global Privacy Laws

Chapter 1. Introduction

Chapter 2. EU Directives

CLIENT A =

Email This Document

Recipients  ENIERLIENTE

What's New

What to Deliver

lurisdictions

-. Advanced

Format ]

Word Processor (RTF) v

Only pages with terms

acy Laws (Approx. 2 pages)

1 Reading Mode § @ E 4

o228

siance | June 2018 Update

€. Directive on Privacy and Electronic Communications
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Documents that you add to your folders are saved on Data Privacy Advisor for as long as you choose. Click Folders at the top of any page to display the Folders
page.
Hover over the Folders icon to see your research folders and recently added documents. Click it to go to the Folders page.

cuenta | @ B (| x| & v
My Folders Recently added
& James's Research 513/10. Definifions
{% Data Privacy L ST CH 410 § 513/10
= Misc
UK citizens to get more rights over personal data
My Folders F— under nev Narrow

2017 WLNR 24295149

Sort and filter your folders
to find what you are
looking for quickly and
easily.

Create, manage, and
navigate your folders.

§ 2:28 Purpose and scope
ntl. Information Security & Privacy § 2.28

Tsawwassen First Nation Final Agreement Act

New
You can create as many
folders as you need.

cLENTA  |@E| (m| o] [x [# Search within Results
Search for documents

and snippets within your

“ THOMSON REUTERS |

Options
Home News Browse v Compare What's New

Copy, move, rename,
delete, export, upload,
export, or share.

Share Folder
Share folders and
research with your

Ask Watson a Question ~ Nl

& New -
* & My Folders

v & James's Research

son @ Question - Example: What is

& James's Research

0 Selected

Title

the maximum fine under the GDFR?

H-

Advanced

folders.

Add a Description
Add a description to the
document or folder.

History

& Cases
contacts. R — = Deta Prvacy View documents you have
c M e 513/10. Definitions o viewed and searches you
opy or Move IL ST CH 410 § 513110 .

T Trash UK citizens to get more rights over personal data under new laws = | 08/10/2017 have CondUCted and thel r
Copy or move contents of )

Narrow: 2017 WLNR 24295149 details.
the fo{der' Search within results Tsawwassen First Nation Final Agreement Act & | 0810:2017

British Columbia

Q
Deliver S.B.C. 2007, c. 39, Sched., [Convention 2]
. . Collapse All Select Multiple Filters. § 2:28 Purpose and scope | | 0810/:2017
Email, print, or download. R Intl. Information Security & Privacy § 2:28
HIPAA Business Associate Agreement | @ | 08092017
Document(5) P
Delete Maintained
. . » Annotated Documents Practical Law Standard Document 3-501-6706
Deleting items moves -
Collapse All Select Muitiple Fiiters 1 of 1 results 20 perpage ¥

them to the Trash. Items
are not completely
deleted unless you empty
the Trash.
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Return to previous research quickly and easily with History. Your research history on Data Privacy Advisor is automatically saved for one year, and includes all

document views and searches.

Recent Documents and Recent Searches
Hover over History to see your five most
recent documents and five most recent
searches. Click it to go to the History page.

Complete History

Click History at the top of any page to view
your complete history from the past 12
months.

Search within Results
Search within your history or use filters to
find specific documents.

Clicking History is the quickest way

to pick up where you left off during
your previous Data Privacy Advisor
session. The most recent sessions are
at the top of the list.

i THOMSON REUTERS | DATA PRI

Home News Browse

Ask Watson a Question ~ LSS

& Folders D History

Date

Today (22)

Last 7 Days (40)
Last 30 Days (40)
All(118)

All Dates Before
All Dates After
Specific Date
Date Range

Narrow:

Search within results

v | Compare

n a Question - Example: Wha

- History: All History

T

Search

Document View

Document View

Search

Document View

1 0f 6 results

Q

Collapse All Select Multiple Filters
*» ClientID
* Event

Collapse All Select Multiple Filters

is the maximum fine under the GDPR? B

74 FR 585391 (325}
Tata Communications’ Srinivasan CR on managing digital risks
WLNR 27193674

R 28299045

ed entity (732)

Board Resolutions: Appointing HIPAA Privacy and Security Officer

Maintained
Practical Law Standard Clauses 0-502-5!

01

62

20 perpage ¥

[E Recent Documents View all

CLIENTA

§ 2:28 Purpose and scope
ntl. Information Security & Privacy § 2:28

§1793.29 es o censing, or
maintaining computerized data including
personal informat

CACIVIL § 179829

§ 1320d-2. Standards for information
transactions and data elements

42 USCA § 132002

s. 173 Assessment notices

LK ST 2009 ¢ 25 P i3 s

What s phantom debt? (283)

@ |- | |8 [James Hakala

D View All History

Q Recent Searches View all

Shield review sat for next week as companies tum their focus to EU's GDPR

09/15/2017 9:21 AM

09/15/2017 9:48 AM
/15/2017 9:49 AM

ACM-0001

ACM-0001
NO CLIENT ID
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View and sort frequently used content sets in Favorites.

Quick Access

Hover over Favorites to see your frequently
used favorites. Click it to go to the Favorites
page.

Organize
Add groups of favorites and sort your
content sets for easier access.

Search Content Sets

Select check boxes and then enter a search
query in the Search box to search in that
content set. Click a content set to view it.

cuenta ||H = D [+

View all

Frequently Used Favorites
United States | Data Privacy
United States | California | Data Privacy

United States | United States Code Annotated (USCA) | Subchapter —Federal
Trade Commission

Califernia | Enacted Legislation

Califernia | Data Privacy Practical Law

THOMSON REUTERS | DATA PR

MNews Browse v ‘Compare

Ask Watson a Question Searcl

* Favorites

Modify, rename and delste your favorites. Select individual favorites and use the global search to search across those topics

W My Favorites W Frequently Used ltems

United States | California | Data Privacy United States | Federal | Data Privacy

California | Enacted Legislation European Union | Data Privacy

United States | United States Code Annotated (USCA) | Subchapter | —Federal Trade Commission United States | United States Code Annotated (USCA)
California | Data Privacy Practical Law United States | Alabama | Data Privacy

United States | Federal Agency News Releases Canada | Federal | Data Privacy

United States | Data Privacy

CUENTA B & D & 4

What's New

+ Add a Group # Organize
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Alerts help you keep current on recent developments. Add a Data Privacy Advisor Alert to run your searches on a regular basis so you can stay up-to-date on

news and legal developments.

Quick Access
Hover over Alerts to see your recent alerts.
Click it to go to the Alerts page.

Creating an Alert
Click Create Alert, then click Data Privacy
Advisor Alert on the menu.

Viewing Your Alerts
Filter alerts by group, status, client or
program, and recipients.

| Search: (parental-consent /s COPPA

CLIENTA [H =

4 Aleris
Recent Alerts

COPPA Entity Jul 22, 2018 09:07
i y " 1 results
Search: (parental-consent /s COPPA
entit!)
COPPA Entity
Search: (parental-consent /s COPPA
entitl)
COPPA Entity
Search: (parental-consent /s COPPA
entitl)

COPPA Entity

Jul 15, 2018 09:01
1 resuits

Jun 24, 2018 09:18
1 resuits

Jun 17, 2018 09:15
9 results

entitl)
COPPA Entity

Search: (parental-consent /s COPPA
entit!)

Jun 10, 2018 09:00
10 results

“: THOMSON REUTERS | DATA PRI\

Home News Browse e Compare

LSS gl | Ack Watson a Question - Example:

at iz the maximum fine under the GDPR?

Manage Alert Groups
> Alert Type

Narrow: Select All ltems ‘ No Items Selected

Expand All Select Multiple Filters COPPA Entity

Last Update: Sep 02, 2018 09:01  Next Update: Sep 03, 2018 09:00

Search: parental-consent /s COPPA entitl

* Alert Groups

* Active
Content: United States
* Client/Program IDs
# Edit Alet "D History
» Recipients

Expand All Select Multiple Filters 20 perpage ¥

Search within alerts Back lo Top

+ Create Alert D Alerts History

Client/Program ID: ACM-001

CLIENTA [[ = © & & JamesHakala v

What's New

Q|  Advanced

Selected Jurisdictions

+ Create Newsletter

s = | Alert Name: Ascending vi=v|ul[re
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Subscribe to Data Privacy Advisor’s Daily Bulletin to receive a summary of notable global developments via email.

Subscribe

Upon signing in, a window will display
asking you to subscribe. Click the Yes radio
button and then click Submit. You can also
subscribe and unsubscribe in Preferences.

DATA PRIVACY ADVISO

THOMSON REUTERS®

(11 October 2018

Data Privacy Advisor Global Bulletin: September 12 to September 25, 2018
Asummary of notable global developments for data from 12t0 25,2018,
| By Practical Law Data Privacy Advisor | 26-Sep-2018

New conditions for processing client data will be applied in SEB as of 1 November 2018
Oct. 1 — As of 1 November 2018, new terms and cenditions for processing client data will be applied in SEB (procedure
currently named 'Procedure for processing client data at the companies of SEB Eesti’). The applied changes are aimed

atamore
Banking News Feed | October 01, 2018

ushering of the

details.

[To unsubscribe click hare

The EU law on privacy and what it means for Kenya

With the ushering of the European Union's General Data Protection Regulations (GOPR), on May 25, 2018, several
companies within the bloc have been compelied to adjust to ensure that any data they handle is well secured. With the
Business Daily (Africa) | By KARIUKI GATHUITU -1 | September 25, 2018

When "'no comment’ is all you can say: MSU AD restricted by privacy laws
MANKATO - Kevin Buisman knows that when a Minnesota State athlete gets in trouble, the public often wants more

Free Press, The (Mankato, MN) | By Chad Courrier coourmien@mankatofreepress com | September 24, 2018

> 2018 Thomson Reuters. No claim to original Government Works.

THOMSON REUTERS®

Daily Bulletin

As part of our commitment to providing privacy
specialists with recent developments, Data Pri
Advisor offers a free Daily Bulletin.

acy

Qur team of attorney editors will select important
updates and developments from leading privacy
experts and other sources to aid in understanding the
global privacy landscape and the impact to privacy
programs

Sign up for the Daily Bulletin
(This can be changed in Preferences anytime)
Yes  No

THOMSON REUTERS®

28 Seplember 2018

Voya Pays $1 Million to Settle SEC's Charges Under Red Flags and
Safeguards Rules

On September 26, 2018, the SEC issued a press release announcing a $1
million settlement with broker-dealer and investment advisor a Financial
Advisors, Inc. The SEC charged Voya with violations of the Safeguards Rule
and the Identity Theft Red...

By Practical Law Intellectual Property & Technology | 28-Sep-2018

Meodifications to The Regulation on Cybersecurity in The Financial
Industry in Chile

On September 26, 2018, the SEC issued a press release announcing a $1
million settlerment with broker-dealer and investment advisor Voya Financial
Advisors, Inc. The SEC charged Voya with violations of the Safeguards Rule
and the Identity Theft Red...

As. Paulina Silva and Carlo Benussi 8-5ep-2018

Data Privacy Advisor Global Bulletin: September 12 to September 25, 2018

A summa notable g

al developments for data protection practitioners from

18

Sep 5

ep-2018

here THOMSON REUTERS
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Preferences

You can customize aspects of your Data Privacy Advisor research session using the Preferences page.

(D Accessing Preferences
To access the Preferences page, click
Preferences at the bottom of any page.

(®Delivery Preferences
Set the default document format, file type,
layout, and included content.

@Daily Bulletin
Subscribe or unsubscribe to Data Privacy
Advisor’s Daily Bulletin.

Select a Location v Sign Off

Data Privacy Advisor. © 2017 Thomson Reuters =~ Privacy Statement  Supplier Terms =~ Thomson Reuters is not Providing Professional Advice

Document Format List Format Preferred Email Format

HTML v

Page Layout Include

[ Dual column Iayout for Practical Law Documents [CJ Statutory text only for Statutes

Margins O Only pages with terms

Left [] Corresponding document with KeyCite lists
15 [# Term Highlighting

Right [# KeyCite Treatment
15 [_] ©Original Image Link

(L] Expanded Margin for Notes

Footnotes

End of Document ¥

Annotations

(] Add a cover page to each request

Within Right Margin v

Links Font Size
] Underline
Preferences

Profile el Daily Bulletin

As part of our commitment te providing privacy specialists with recent developments, Data Privacy Advisor offers a free Daily Bulletin

Qur team of attomey editors will select important updates and developments from leading privacy experts and other sources to aid in understanding the global
privacy landscape and the impact to privacy programs.

Subscribe (Free)
() Yes @® No
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System Requirements

To get the fastest, most reliable performance with Data Privacy Advisor, make sure your computer meets the system requirements and you are using an updated

browser.

You will need the following to operate Data Privacy Advisor:

SUPPORTED OPERATING SYSTEMS
*  Windows 7, 8.1, and Windows 10

¢ Windows Vista®
e Mac®(OS10.5 or later

INTERNET BROWSER
* Internet Explorer 11 or later (Windows only)

* Mozilla Firefox current version or Extended Support Release Version
* Safari 5.0 or later

e Chrome current version

OTHER REQUIREMENTS
* 1024 x 768 or higher screen resolution

*  Adobe Acrobat Reader 9.0 or later (some print functionality is lost with older versions)

* Adobe Flash
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LOOKING FOR MORE INFORMATION?
Data Privacy Advisor is available on the Web at dataprivacyadvisor.thomsonreuters.com.
For assistance using Data Privacy Advisor, call 1-888-533-6402 (USA and Canada) or 0800 023 2623 (UK).
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